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Bai toan can giai quyét

da nghi viéc.

® Khdng rd ludng dit liéu
Khong ai biét chinh xac Service nao dang goi Public Internet,
Service nao goi Private, luong dif liéu di ra sao

® Yeéu cau giai phap

Q Tinh hinh thuc té
Pon vi tiép nhdn mot hé théng Legacy 16n, doanh thu khiing, dang chay trén AWS. Documentation d3 cii nat, doi ngii cii

@ RUi ro bdo mat cao

Rui ro [0 lot dif lieu la cuc cao do khong cd visibility vao hé thong

Lam thé nao ban cé thé vé lai ban do6 két noi (Network Topology/Dependency Graph) clia toan bo hé théng nay va xac dinh

cac rui ro bdo méat (Public Exposure) ma KHONG DUGC PHEP cai thém agent vao server (dé tranh anh hudng hiéu nang) va
KHONG lam gian doan dich vu?
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Tong quan giai phap

A Painpoint

! Lap network topology khong cai agent

@ X4c dinh ri ro bdo mat & 16 dit liéu ra Internet
@ Tranh dnh hudng hiéu ndng trén server

@ Khéng gian doan dich vu

® Tong quan giai phap
@ Djch vu AWS Native - Zero Overhead
* Quan sét toan dién mang

# Phat hién rdi ro bao mat tu dong

B VPC Flow Logs < Neptune Q. Athena

@ Network Access Analyzer [0 Traffic Mirroring
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Kién truc giai

N L

Traffic Mirroring
Ki€m tra g6i tin chi tiét
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B Giam sat khongcan Agent *& Quan s4t mang toan dién @ Phét hién rii ro tu déng



Lap ban d6 mang: VPC Flow Logs + Amazon Neptune

@ Budc 1

\ AWS Cloud

\.___./ E] EC2 GPU instance: 1-8 GPUs
B SUdungVPC Flow Logs lam ngudn dif liéu e e sanow
n ’ S\ ~ e dﬁ: ] 4
2 Lambda phan tich log va chuyén déi IP [Om - = -

graph-app-kit

Source/Destination thanh nodes va edges

Amazon
Neptune

docker docker docker

Luu dif liéu vao Amazon Neptune (Graph DB)
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Q' Cho phép truy van nhu "IP A két néi véi IP B X lan qua P
c6ngY” fotebooicbased iive ediing

Amazon Neptune Graph Database cho viéc truc quan héa ban dé mang
& Lgiichchinh
Tu dong hoa do thi phu thudc ma khong can tac dong vao 0S



Phan tich traffic & Rui ro 16 dii liéu: VPC Flow Logs + Athena

@ Budc 2
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Cau hinh VPC Flow Logs dé glfi dén S3 & dinh dang
Parquet

St dung Athena v@i phan vung dé toi uu truy van
Cau [énh SQL dé xac dinh Top Talkers va IP dang ngs

QuickSight dé truc quan hoa traffic va ban do nhiét

® Meo chuyén gia
Truy van cac IP dich ngoai dai RFC1918 dé tim traffic Internet:

SELECT srcaddr, dstaddr, bytes FROM vpc_flow_logs
WHERE NOT (dstaddr LIKE '10.%' OR dstaddr LIKE

'172.16.%"' OR dstaddr LIKE '192.168.%')

Afhena QueryEditor Saved Queries  History AWS Glue Data Catalog (' Seftings Tutorial
=
@ New query 1 +
vee flow_logs < elect s k: ted_fl K
from f1 1 -
ble ere ac

Li]

B flow_logs :

UK EL'E Save as  Formatquery  New query  (Run time: 4.38 seconds, Data scanned: 466.17KB)

rejected_flow_packets

1 91586

Két qua truy van Athena cho phan tich traffic mang
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Xac dinh rui ro bao mat: Network Access Analyzer

Budc 3

€ SUdung Automated Reasoning dé phan tich cau hinh
mang

<> Phan tich Security Groups, NACLs, Route Tables,
Network Firewalls, va Gateways

® Tim dap an cho cau héi: "C6 dudng nao tlf Internet
Gateway dén Database cla t6i khong?"

(@ Zero-overhead - phan tich trén cau hinh Control Plane

& Lgiichchinh

Xac dinh rdi ro tiém an trudc khi ching trd thanh van dé

Network Access Scope templates

Select Network Access Scope template

Select template

Identify access from Internet Gateways

* Locate databases accessible from internet

10n-HTTPS access to web servers

Validate access from trusted networks

Validate network segmentation

ment should be isolated from Production.

Identify access to Internet Gateways

Identify non-permissible traffic type

vers can receive HTTP/HTTPS traffic

1d SSH/RDP traffic

O Empty template
Build your awn Netwark Access Scope

AWS Network Access Analyzer - Xac dinh quyén truy cadp mang khong mong

mudn




Kiém tra goi tin chi tiét: AWS Traffic Mirroring

Budc 4

-+ Sao chép traffic ti ENI chia server "goc" dén Security _
VPC T @
A~ Traffic mirroring
Jb:'il Session
| Mirror Source: eni-123
> ~ ° ) ~ ~ ’ Mirror Target: nib-123
@ su dung cong cu nhu Suricata hoac Zeek dé phan tich Fiber AL TCPRUDE._ T
|
gOi tin (e =
Insl;r;(;s N e:\:{ga v n\I;-‘iﬂ 3
172.31.89.233 Filter Network Load Balancer
Name: All_TCP&UDP_Traffic 172.31.28.79
Mirror Source > Mirror Target

(9 Giam sat out-of-band v3i do tré bang khong

Q' Cho phép kiém tra chi tiét noi dung Layer 7

Kién trdc AWS Traffic Mirroring cho viéc kiém tra géi tin chi tiét

@ Si dung hiéu qua vé chiphi
Chi kich hoat khi can diéu tra thay vi giam sat 24/7
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Ludng trién

khai

Kich hoat VPC Flow
Logs

Cau hinh dinh dang
Parquet guii dén S3

9

Thiét lap truy van
Athena

Tao bang phan vung
dé phan tich traffic

Cau hinh Network
Access Analyzer

Tao pham vi "Internet
Ingress"

7

Trién khai Neptune
Graph DB

Xay dung ban do
mang truc quan

Kich hoat Traffic
Mirroring
Theo yéu cau dé kiém
tra chi tiét

@®" Luuy quan trong

(9 Dinh dang Parquet gidm chi phi luu trif va cdi thién hiéu suat truy van

Y Sudung trudng metadata dé loc traffic ndi bo AWS

® Lén lich quét dinh ky vSi Network Access Analyzer

@ Kich hoat Traffic Mirroring khi can dé kiém soat chi phi




Ldi ich & Thuc hanh tét nhat

G Lsiich chinh

@

Zero agent overhead - Khong anh hudng hiéu nang
server
Quan sat mang toan dién - Lap ban d6 mang day du

Phat hién rui ro tu dong - Danh gia bao mat chu
dong

Co kha nang md rong & hiéu qua vé chi phi - Chi tra
tién khi st dung

o Meo chuyén gia

e

Kich hoat cac truong Flow Log b6 sung: pkt-src-aws-
service, traffic-path, flow-direction

St dung phan viing va dinh dang Parquet dé t6i uu
truy van Athena

Kich hoat Traffic Mirroring chi khi can dé kiém soat
chi phi

Thudng xuyén xem xét cac phat hién ctia Network
Access Analyzer



Két luan

Cach tiép can AWS-native nay cung cap viéc network topology toan dién va danh gia rui ro bao mat ma
khong can cai dat agent trén server. Bang cach tan dung cac dich vu AWS Native, t6 chlc cé thé quan sat
toan dién mang cia minh trong khi duy tri hiéu suat toi Uu va tranh gian doan dich vu.
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VPC Flow Logs Neptune Athena Network Access Traffic Mirroring
Analyzer
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